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Synchronization of spatiotemporal chaos and its applications
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Synchronization of spatiotemporal chaos is investigated, based on the models of one-way coupled map
lattice systems. It is found that under certain conditions spatiotemporal hyperchaos with a huge number of
positive Lyapunov exponents can be synchronized by simply driving a single site, and the mechanism for this
efficiency is analyzed. This approach of spatiotemporal chaos synchronization is applied for multichannel
secure communication and secure information storage.@S1063-651X~97!07609-5#

PACS number~s!: 05.45.1b, 89.70.1c
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I. INTRODUCTION

In recent years the investigation of chaos control and s
chronization has attracted much attention@1–13#. This inves-
tigation is an important step towards applications of chaos
further and natural development in this respect goes to c
trol and synchronization of spatiotemporal chaos@14–21#.
There are some great advantages of spatiotemporal cha
comparison with low-dimensional chaos. For instance, w
we apply chaos for treating information, in the former ca
there exist a huge number of spatial sites, each of wh
takes chaotic motion and serves as an information opera
and then the information operations can be performed sim
taneously and parallelly by many subunits if one can pr
erly drive and control extended systems, and thus the
ciency of information treatment can be significan
enhanced. The potential for the applications of spatiotem
ral chaos control and synchronization is extremely great
unlimited. In this paper we will show how one can synchr
nize two identical spatiotemporal systems consisting o
huge number of coupled spatial sites by driving only a sin
site for each system, and how this synchronization of ch
can be used for multichannel secure communication and
tial information storage. This paper is developed from o
early paper@21#, and contains some essentially addition
results in the treatment of spatially two-dimensional coup
systems.

II. SYNCHRONIZATION OF SPATIOTEMPORAL CHAOS

Let us start with the following one-dimensional~1D! one-
way coupled ring map lattice of lengthL ~OCRML-L!
@22,23#

zn11~ i !5~12«! f „zn~ i !…1« f „zn~ i 21!…,
~2.1!

zn~ i 1L !5zn~ i !,

where i 51,2, . . . ,L is the lattice site index,n is the time
index,« the coupling constant, andf (x) is taken to be some
nonlinear function. Here we use the logistic mapf (x)
561063-651X/97/56~3!/2738~9!/$10.00
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5ax(12x), which has, as a single map, a period-doubli
cascade with the accumulation point atac
53.569 9456, . . . andchaos can be found in the interva
ac,a,4. When a54 ~we will always takea54 for the
investigation throughout the paper! f (x) maps the interval
@0,1# into itself and the single site system is now in a ful
developed chaotic state. One can easily verify that after
plying couplings the OCRML system is chaotic except in
small coupling interval about 0.16<«<0.19. In Fig. 1 we fix
«50.85, an obvious fully developed spatiotemporal cha
~chaotic in time and random in space! can be observed.

The ring of Eqs.~2.1! can be cut to produce a one-wa
coupled open map lattice~OCOML!

xn11~ i !5~12«! f „xn~ i !…1« f „xn~ i 21!…, i 52,3,4, . . . ,

~2.2!

xn~1!5sn ,

FIG. 1. A fully developed spatiotemporal chaos of Eqs.~2.1!.
a54, «50.85,L560. Pixels are painted black asxn( i )>0.75, and
left blank otherwise.
2738 © 1997 The American Physical Society
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where the period boundary condition of Eqs.~2.1! is replaced
by the open flow condition. Now the lattice lengthL has no
meaning for Eq.~2.2! because the open boundary gives
feedback to the motions of the previous system sites. In
OCOML system the first sitexn( i 51) is in a special posi-
tion, and its variation is externally given. Then this exte
nally injected sequencexn(1)5sn provides a natural way o
control.

Equations~2.2! have two important and useful propertie
First, all solutions of Eqs.~2.1! belong to the solutions o
Eqs. ~2.2! with a proper driving sn . Suppose
zn(1),zn(2), . . . ,zn(L) are the sequences produced by E
~2.1!: by injecting

xn~1!5sn5zn~ j !, ~2.3a!

the spatially periodic sequences

xn~2!5zn~ j 11!,

xn~3!5zn~ j 12!, . . . ,xn~L2 j !5zn~L !,

xn~L2 j 11!5zn~1!, . . . ,xn~L !5zn~ j 21!, ~2.3b!

xn~kL1 i !5xn~ i !, k51,2, . . .

must be a solution of Eqs.~2.2!. Then, the spatiotempora
solution of Fig. 1@an asymptotic solution of Eqs.~2.1!# must
be a solution of Eqs.~2.2! if we take the chaotic sequence
an arbitrary sitezn( j ) as the driving sequence of Eq.~2.3a!.
Second, at«.0.75 Eqs.~2.2! have only a unique asymptoti
state for any given driving sequence. Let us suppose ano
coupled system:

yn11~ i !5~12«! f „yn~ i !…1« f „yn~ i 21!…,

yn~ i 51!5sn5xn~ i 51!, ~2.4!

identical to Eqs.~2.2!. However, the initial conditions o
Eqs.~2.2! and Eqs.~2.4! may be different. Now we conside
the evolution of the differenceyn( i )2xn( i ), i 52,3, . . . .
From Eqs.~2.2! and Eqs.~2.4! we obtain

uyn11~2!2xn11~2!u5~12«!auyn~2!2xn~2!u

3uyn~2!1xn~2!21u

,~12«!auyn~2!2xn~2!u

as«.0.75 we have

uyn11~2!2xn11~2!u,luyn~2!2xn~2!u,

0,l5~12«!a,1 ~2.5!

leading to limn→`@yn11(2)2xn11(2)#50. Repeating the
same computations we can prove successively

lim
n→`

@yn11~ i !2xn11~ i !#50, i 53,4, . . . ,N, . . . .

~2.6!

Therefore, Eqs.~2.2! have a single asymptotic solution
which is completely determined by the driving forcesn . All
initial conditions of Eqs.~2.2! will be eventually forgotten
e

-

.

er

during the evolution. It shows that at«.0.75, the system
~2.2! is completely controllable by the drivingsn . Combin-
ing the above two properties we can conclude that a«
.0.75 all solutions of Eqs.~2.1! ~whether they are stable o
unstable in the original OCRML system! are stable and
unique asymptotic solutions of Eqs.~2.2!, for the given driv-
ings Eqs.~2.3a!, and spatiotemporal chaos of Eqs.~2.2! and
~2.4! can be completely synchronized to the solution of E
~2.1! by the driving~2.3a! whatever the initial conditions o
these two systems. We have tried numerical simulations
two identical lattices, each consisting of 5000 sites. The s
chronization of two identical systems from different initi
conditions is perfectly verified. This synchronization will b
shown to be extremely useful for the applications of sp
tiotemporal chaos.

III. MULTICHANNEL SECURE COMMUNICATION
BY SYNCHRONIZING SPATIOTEMPORAL CHAOS

We first consider the application of secure communicat
by synchronizing spatiotemporal chaos. Recently, sec
communication by chaos synchronization has become a
topic @8–10,21,24–26#. An information signal containing a
message can be transmitted by using a chaotic signal
broadband carrier, and synchronization of chaos can be u
to recover the information at the receiver. The advantage
this sort of secure communication have been repeatedly
phasized. However, most investigations have focused on
problem of secure communication by using low-dimensio
chaotic systems as transmitters and receivers where on
single or very few signal transmission channels are availa

Now we investigate the possibility of making multicha
nel secure communication by synchronizing spatiotempo
chaos. The communication efficiency can be greatly
hanced since a large number of informative signals can
transmitted and received simultaneously. To fulfill this ta
the operating spatiotemporal systems must have the foll
ing properties.~i! The chaotic motions of two identical sys
tems can be synchronized by using control keys as few
possible. The most convenient situation is that these s
tiotemporal chaotic motions can be synchronized by usin
single key.~ii ! The chaotic signals transmitted from differe
channels must be independent of~or uncorrelated with! each
other; then the interferences between different transmi
signals can be reduced to the lowest level.~iii ! It is better
that the key sequences and the transmitted chaotic signal
high-dimensional hyperchaos so that any imitations of k
and attacks against the transmitted signals are extremely
ficult.

From the analysis of Sec. II, we found that the above fi
requirement can be perfectly met by systems~2.2! and~2.4!,
where synchronization of spatiotemporal chaos can be d
nitely achieved by using a single keysn as «.0.75. Actu-
ally, «.0.75 is a sufficient while not a necessary conditi
for synchronization of chaos. In Fig. 2~a! we numerically test
the necessary condition for this chaos synchronization. F
given pair ofL and«, we run the OCRML system~2.1! and
take out a chaotic signalzn( i ) from a cell chosen arbitrarily.
Then we use this extracted chaotic sequence as a ke
control the systems~2.2! and ~2.4! by settingxn(1)5yn(1)
5sn5zn( i ) and keeping« unchanged, and study whether th
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two OCOML systems can be synchronized. For any giveL
of OCRML we find a critical«c(L) indicated by the curve o
Fig. 2~a!, where for «,«c(L) no synchronization can b
achieved. For«.«c(L) we can successfully achieve sy
chronization of chaos. It is striking that the coupling thres
old for synchronizing chaos depends on different chao
driving. The threshold is saturated to a value aboute50.37
asL→`, which is much smaller than 0.75. The quantity
synchronization timeTs is important in practice. In Fig. 2~b!
we fix L560 and plotTs against« with Ts being defined as
the time needed to fulfill

D5
1

L (
i 51

L

@yn~ i !2xn~ i !#2,10216

for any n.Ts , whereyn( i ) andxn( i ) are the outputs of the
first 60 cells of the two identical OCOMLs. We get a m
notonously decreasing curve. The behaviorTs→` as«→«c
is consistent with all the above discussions.

For secure communication, the identical extended syst
~2.2! and~2.4! may serve as the transmitter and the receiv
respectively. The chaotic sequences of various space u
xn( i ), i 52,3, . . . , mayserve as multiple message carrie
for the information transmission. Then the above condit
~ii ! that any two chaotic sequences from different transm
sion channels should be independent of~uncorrelated with!

FIG. 2. ~a! « plotted vsL where L is the lattice size of the
OCRML system~2.1! from which the driving sequence is extracte
Above the«-L curve, spatiotemporal chaos of identical OCOM
systems~2.2! and ~2.4! can be synchronized after 105 iterations
whatever the initial conditions fori 52,3, . . . .~b! L560, the syn-
chronization timeTs vs «.
-
c

s
r,
its

n
-

each other is of crucial importance for the multichannel co
munication. In Fig. 3 we fix«50.95 and plot various corre
lation quantities. In Fig. 3~a! we plot an autocorrelation of a
chaotic signal versus time with

FIG. 3. a54, «50.95, L59, T5512 in Eqs.~2.1!. ~a! The
autocorrelationCii (t) vs t. ~b! The cross correlationCi j (M ) vs i
2 j , whereCi j (M ) is the maximum ofCi j (t) with respect tot. The
spatial periodicity of period-9 is due to the driving~extracted from
OCRML-9!. ~c! The same as~b! with driving replaced by a random
force uniformly distributed in@0,1#. The black disk is the mutua
correlation of two independent random number sequences
formly distributed in@0,1# with the same lengthT5512.
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Cii ~t!5Ĉii ~t!/Ĉii ~0!,

Ĉii ~t!5
1

T (
n51

T

@xn~ i !2xA~ i !#@xn1utu~ i !2xA~ i !#,

~3.1!

utuP@0,T#, T5512,

wherexA( i ) is the average value ofxn( i ). T will be used to
represent the characteristic time for variations of slow
varying informative signals. Each datum is obtained by
eraging the results of 15 runs. A high peak ofC(t) is cen-
tered att50, andC(t) damps very quickly to a very sma
value asutu increases. Thed-function-like time correlation
~i.e., the widely spread spectrum distribution of the corr
tion sequence! is favorable for spread-spectrum secure co
munication@26–28#. The quantity of normalized mutual cor
relation,

Ci j ~t!5Ĉi j ~t!/AĈii ~0!Ĉj j ~0!,
~3.2!

Ĉi j ~t!5
1

T (
n51

T

@xn~ i !2xA~ i !#@xn1utu~ j !2xA~ j !#,

is of practical importance for multichannel communicatio
In Fig. 3~b! we plot Ci j (M ), the maximumCi j (t) with re-
spect tot, versusi 2 j . It is extremely interesting that, apa
from the nearest sites, sequences from two distinct sites
completely uncorrelated, in the sense that their cross co
lation is practically the same as that of two independent r
dom numbers uniformly distributed in@0,1# with the same
lengthT @see the black disk in Fig. 3~c!#. Then, in the mul-
tichannel communication, the interferences between diffe
transmitted sequences can be reduced to the lowest l
The spatial periodicity of periodL in Fig. 3~b! is due to the
fact that the chaotic driving is taken from an OCRML-L
system. Actually, synchronization of Eqs.~2.2! and~2.4! can
be also achieved by using an arbitrary random driving.
Fig. 3~c! we use a random sequence uniformly distributed
@0,1# as a driving force to substitutexn(1), andplot the same
quantity as Fig. 3~b!. Ci j (M ) is again very quickly dropping
as u i 2 j u increases, and the spatial periodic structure in F
3~b! no longer exists for random driving.

For communication safety and robustness, one should
bid imitation of keys and avoid attacks against transmit
signals~i.e., avoid the interference of external signals cor
lated with the transmitted signals!. For this purpose hyper
chaos has a great advantage. We discuss this qualitati
Suppose, for one-dimensional chaos, the probability of
imitation of keys and destruction of transmitted signals
1/R, R@1. Then for aH-dimensional (H.1) hyperchaos
this probability can be reduced to (1/R)H. In Fig. 4 we fix
a54, «50.95, and run Eqs.~2.1!, and then plot the numbe
of positive Lyapunov exponents against the system sizeL. It
is obvious that the dimension of the spatiotemporal ch
attractor of Eqs.~2.1!, and consequently, the dimensions
the key and the transmitted signals, are very high for largeL.
It is practically impossible to imitate keys, and produce e
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ternal chaotic sequences correlated with the transmitted
nals for attacking the message carriers without knowing
exact information.

Based on the above features of the OCOML systems,
can now design multichannel secure communication eq
ment. Both transmitter and receiver are made by an ident
OCOML system~specifically, we fix«50.98 for numerical
simulations!, and the active transmission channels can
appointed asi 53,5,7, . . . ,2N11 for avoiding the mutual
correlation between nearest sites. The transmitter extract
key by running the corresponding OCRML-L system~2.1!,
and gives this key to the receiver before signal transmissio
The transmitter and the receiver can surely achieve sync
nization of spatiotemporal chaos by using this identical k
starting from arbitrary initial conditions. The system leng
of the OCRML-L should be chosen sufficiently large so th
there are enough mutually uncorrelated channels avail
for signal transmissions.

Then the transmitter uses its key to drive the OCOM
system~2.2! to produce chaotic motions through the acti
channels. Supposexn( i ) is the chaotic sequence produced
the transmitter through thei th channel. Each datum of thi
sequence can be digitized and quantized to a subsequen
J numberSk , k51,2, . . . ,J, of which each takes value
11 or 21 as

0,Uxn~ i !2 (
k51

J

@Sn~k!~ i !11#S 1

2D k11U,S 1

2D k

. ~3.3!

Suppose the sequenceSn(k) represents the sequencexn( i )
subject to quantization and digitization. For instance,
xn( i )50.8, for J55 we have the subsequenceSn(1)( i )51,
Sn(2)( i )51, Sn(3)( i )521, Sn(4)( i )521, Sn(5)( i )51. In-
creasingJ may effectively increase the accuracy of inform
tion transmission. The (21,1) quantization can greatly sim
plify the signal transmission procedures in realis
applications. This chaotic signal is modulated by an inform
tive signal asGn(k)( i )5M n( i )Sn(k)( i ), whereM n( i ) is a se-
quence of numbers21 and 1, the period for the possibl
variation of M ( i ) is T with T@1. The total time sequenc

FIG. 4. The number of positive Lyapunov exponents of E
~2.1!, N, plotted vs the system size,L. N is proportional toL for
largeL. a54, «50.95.
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2742 56HU, XIAO, YANG, XIE, AND QU
received by the receiver isGn(k)5(m51
N Gn(k)( i 52m11).

The receiver can use the same key to drive the ident
OCOML system~2.4!, and produce the same chaotic s
quenceSn(k)( i ), i 53,5, . . . ,2N11. Then, the informative
message can be recovered in the receiver by correla
checking as

1

T (
n5nT11

nT1T

(
k51

J

Sn~k!~ i !Gn~k!}M n~ i !. ~3.4!

All other signals inGn are practically wiped out becaus
Sn(k)( i 8), i 8Þ i , are not correlated toSn(k)( i ). From Fig. 5
one can get some impression about various signals. Fi
5~a! shows 1 of 39 modulation signalsM n( i 521); ~b! gives
the mixture of 39 modulated chaotic sequencesGn subject to
a noise of 18 dB, from which no trace of signal can be se
In ~c! we recoverM n( i 521) exactly by correlation checkin
~3.4!. Figure 6 shows the efficiency of multichannel comm
nication.Pe represents the bit error probability, where we
T532, J510, and plotPe against the channel numberN.
The error probability is lower than 1023 even as the tota
number of signals in the mixtureGn becomes as large as 3
In Fig. 6, we use a rather smallT. The bit error probability
can be further reduced by increasingT. Therefore, multi-
channel secure communication is successfully performed
synchronizing spatiotemporal chaos. The communication
ficiency can be greatly enhanced since a large numbe
informative signals can be transmitted simultaneously by
ing a single key.

IV. INFORMATION STORAGE AND RECOVER
BY SYNCHRONIZING SPATIOTEMPORAL CHAOS

In Sec. III we used synchronization of spatiotempo
chaos of one-dimensional OCOML to perform multichann

FIG. 5. ~a! One of 39 modulation signalsM v( i 521). ~b! The
mixture of 39 modulated chaotic signals subject to noise of 18
Gn(k) is obtained by running~2.1! with a54, «50.95, andL
584. ~c! The recovered modulationM v8( i 521), which is exactly
identical to that of~a!. Note thatM v8 is set to 1 and21 for M v8.0
and,0, respectively.
al
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secure communication. We can also use two-dimensio
OCOML for the same purpose. A typical 2D OCOML can b
defined as follows:

xn11~ i ,1!5~12«1! f „xn~ i ,1!…1«1f „xn~ i 21,1!…,

xn11~1,j !5~12«2! f „xn~1,j !…1«2f „xn~1,j 21!…,

xn11~ i , j !5S 12
«11«2

2 D f „xn~ i , j !…1
«1

2
f „xn~ i 21,j !…

1
«2

2
f „xn~ i , j 21!…, i , j .1

xn~1,1!5sn . ~4.1!

An external injection is applied to the sitei 5 j 51, and it
influences other sites through the couplings, acting in o
direction from smalli , j to largei , j . The OCOML can be
modified to an OCRML system by eliminating injection an
requiring a periodic boundary condition such as

zn11~ i , j !5F„zn~ i , j !,zn~ i 21,j !,zn~ i , j 21!…,

L> i>1, N> j >1, ~4.2!

zn~1,1!5zn~L,N!,

where the functionF takes exactly the same form as Eq
~4.1!. Direct numerical simulations show that ata54 the
state of Eqs.~4.2! is fully developed spatiotemporal chaos
almost all couplings in the range 1.«1.0, 1.«2.0, 1
.(«11«2)/2.0. The desirable properties, which exist in 1
OCOML and are of crucial importance for chaos synchro
zation, can be easily proven to exist in the 2D case a
Specifically, we have the following.

~1! All solutions of Eqs.~4.2! are also the solutions o
Eqs.~4.1! if we drive Eq.~4.1! by xn(1,1)5sn5zn(1,1).

~2! As «1 ,«2 ,(«11«2)/2.0.75 the 2D OCOML system
has only a unique asymptotic solution. If we usesn

.

FIG. 6. Bit error probabilityPe plotted vs the channel numbe
N. «50.98,T532, J510.
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5zn(1,1) as the driving force, the solution of Eq.~4.2! is the
unique attractor of Eqs.~4.1! for arbitrary initial conditions,
no matter whether this solution is stable or unstable for E
~4.2!.

~3! For any periodic drivingsn1 l5sn , the asymptotic
motions (n@1) of all sites for«1 ,«2 ,(«11«2)/2.0.75 have
the same periodxn1 l( i , j )5xn( i , j ), i , j >1, while various
complicated spatiotemporal patterns and spatial chaos
appear, according to the particular values ofsn .

In Fig. 7~a! we plot the asymptotic state of Eqs.~4.1! by
takinga54, «150.95,«250.99 and using constant injectio
sn50.2. We get a two-dimensional frozen~time-
independent! spatially chaotic pattern, which is an attract
for arbitrary initial conditions.~Here by frozen spatial chao
we mean a stable stationary state of a spatiotemporal sys
whose spatial behavior is chaotic with respect to space v
ables.! In Figs. 7~b!–7~d!, we plot various projections of a
spatiotemporal chaos of Eqs.~4.1!, which is produced as
follows. We run Eqs.~4.2! with L5N5135 from a random
initial condition by takinga54, «150.95, «250.99, and
then takesn5zn(1,1) as the injection to drive Eqs.~4.1! with
the samea and« from another also random initial condition
After neglecting transient data, we get a spatiotempo
chaos exactly the same as that of Eqs.~4.2! in the site region
135> i , j >1. Therefore, predictable two-dimensional sp
tiotemporal chaos can be produced in system~4.1! by using a
single driving; this observation will be extremely useful f
the applications.

By using the spatiotemporal chaos of a 2D system, we
also successfully perform multichannel secure commun
tion. Actually 2D OCOML has a very useful advantage ov

FIG. 7. Simulations of Eqs.~4.1! by certain drivings.a54, «1

50.95, «250.99. Pixels are painted black asxn( i , j ).0.75 while
left blank otherwise.~a! Constant drivingsn50.2 is applied to Eqs.
~4.1!. Frozen spatial chaos is observed.~b!–~d! Various projections
of spatiotemporal chaos of~4.1!. Chaotic driving is obtained from
Eqs.~4.2! with L15L25135,xn(1,1)5sn5zn(1,1). ~b! A snapshot
of spatial pattern atn5300. ~c! The asymptotic state atj 530. ~d!
The asymptotic state ati 530.
s.
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the 1D one. The transient time needed for the former is c
siderably smaller than that of the latter for the same tra
mission channels; that is of practical importance in act
communication. The concrete schemes of secure comm
cations for 2D and 1D systems are similar; we will not
further in this direction. Instead, we will come to the topic
information storage by using 2D OCOML systems. In rece
years, the topic of secure communication by applying ch
synchronization has been extensively investigated. A rela
problem of information storage, specifically, informative pa
tern storage, has not been considered so far. In certain
ations it is necessary to keep some given patterns secure
instance, Figs. 8~a! and 8~b! are two pictures that should b
masked; they can be kept safely secret from all people ex
those who have the key for unmasking. A reasonable ide
to use spatiotemporal chaos for masking the pictures, an
use synchronization of chaos for the information recoveri
Let us discuss two different ways to do so.

First, we show how to use the frozen spatial chaos of F
7~a! for storing the informative picture, Fig. 8~a!. Figures
8~a! and 8~b! are painted in a square of 1353135 sites to
white or black in 45345 unit blocks. Each painting uni

FIG. 8. Two informative patterns, which will be stored in
secure way in Figs. 9, 10, and 11. Pictures are painted in
3135 sites; each unit of painting occupies 333 sites.
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consists of 33359 sites. We digitize the picture as

I @m~ i !,n~ j !#5 H 0.02,
20.02,

black
white . ~4.3!

Additionally, we add noiseG( i , j ) to each site independently
which is uniformly distributed in the range@20.03,0.03#.
We add informative dataI and noiseG to x( i , j ) in Fig. 7~a!
as

z~ i , j !5x~ i , j !1I @m~ i !,n~ j !#1G~ i , j !. ~4.4!

z( i , j ) is plotted in Fig. 9~a! in the same way as Fig. 7~a!,
from which no trace of Fig. 8~a! can be found. Therefore
Fig. 9~a! keeps the informative picture secretly from any o
without the key sequence. Driving a system identical to E
~4.1!,

FIG. 9. ~a! Figure 8~a! is masked by the frozen spatial chaos
Fig. 7~a! through Eqs.~4.4!. The pixels are painted in the same wa
as Fig. 7~a!. ~b! Informative picture 8~a! is entirely recovered by Eq
~4.6!. ~c! By changing the driving constant toy(1,1)5z(1,1)
110265x(1,1)11026, no trace of Fig. 8~a! can be observed.
s.

yn11~ i , j !5F„yn~ i , j !,yn~ i 21,j !,yn~ i , j 21!…, ~4.5!

by y(1,1)5x(1,1)50.2 @whereF has exactly the same form
as Eqs.~4.1! except replacingxn( i , j ) by yn( i , j )#, one can
recover the frozen spatial chaotic pattern asymptotica
y( i , j )5x( i , j ) from any arbitrary initial preparations. There
fore, we can pick up the informative data by

Î @m~ i !,n~ j !#5
1

9 (
3m11

3m13

(
3n11

3n13

@z~ i , j !2y~ i , j !#

'I @m~ i !,n~ j !#. ~4.6!

The last approximate equality is due to the fact that
masking chaotic data are canceled by the subtraction w
noises are much reduced by the average process. Now
picture is repainted according toÎ @m( i ),v( j )#; i.e., black as
Î @m( i ),n( j )#.0, white otherwise. Figure 9~b! is the picture
such painted that recovers Fig. 8~a! very accurately. An in-
teresting point is that the accuracy of the picture recove
sensitively depends on the keysn ; a very small mismatch
will entirely spoil the picture information. For instance,
Fig. 9~c! we do the same as in 9~b! except slightly shifting
the driving constant toy(1,1)50.211026, the resulting pic-
ture is simply a mess rather than the beautiful tree. Then
difficult to recover the original picture from the given mas
ing data without knowing the exact information of the ke
~the probability for unmasking by random tests is less th
1026!. The security can be even further enhanced by mak
periodic drivings. For example, we can use period-2 inj
tion s150.3,s250.529,sn125sn , to drive system~4.1! and
get time-period-2 spatial chaos. Then we use one space c
for masking Fig. 8~a! and the other for masking Fig. 8~b! in
the manner of Eqs.~4.3! and ~4.4!, and then try to recover
the pictures in exactly the same way as in Fig. 9~b!. In Figs.
10~a! and 10~b! we use drivingss150.3, s250.529, sn12
5sn for the receiver, and successfully recover the pictures
Figs. 8~a! and 8~b!, respectively. In Figs. 10~c! and 10~d!, we
use s150.3, s250.52911026 and s150.311026, s2
50.529, respectively. Then, the pictures of 8~a! and 8~b! are
replaced by random dots of 10~c! and 10~d!. Both s1 ands2
should be known precisely for the successful unmasking,
in this case the probability of imitating the key by rando
testings is enormously reduced to less than 102631026

510212. Actually, one can never repaint the tree and t
panda unless he has precise information about the key,
any external imitations of the key are hopeless. On the o
hand, one can surely recover the original pictures in
computer precision with the known key. We have tried t
above procedures by using two computers produced by
ferent companies; one serves as a transmitter and the oth
a receiver. A key can be sent from the transmitter to
receiver in normal ways~e.g., by e-mail or by disk transfer!.
All of the above picture encoding and decoding can be p
formed successfully.

In Figs. 9 and 10 we used spatial chaos to mask inform
tive pictures, where information is stored in spatial data. W
can also use spatiotemporal chaos for masking and sto
pictures; then the information of pictures is kept in time s
quences. The approach is similar to that of multichan



Fo

ke

sp

la

e

i-
e.

,

-

e

e

56 2745SYNCHRONIZATION OF SPATIOTEMPORAL CHAOS AND . . .
communication by synchronizing spatiotemporal chaos.
this purpose we digitize the picture@e.g., Fig. 8~b!# as

M @m,n#5 H 1,
21,

black
white. ~4.7!

Now we use the spatiotemporal chaos of Fig. 7~b! to show
how the approach works. First, all dataxn( i , j ) are digitized
and quantized as Eq.~3.3! to Sn(k)( i , j ). Then, the chaotic
sequences of all sites are modulated by Eq.~4.7! and
summed as

Gn~k!5
1

452 (
m51

45

(
n51

45

Sn~k!~ i 53m11,

j 53n11)M @m,n#, ~4.8!

n51,2, . . . ,T.

A part of the time seriesGn(k) is given in Fig. 11~a!. For
information recovering, the keysn5xn(1,1) should be given
to ones who have the right to unmask the picture. The
sequencesn should be a bit longer thanT for passing the
transient process. One can achieve synchronization of
tiotemporal chaos by running Eqs.~4.5!, and obtaining
yn( i , j )'xn( i , j ) and Ŝn(k)( i , j )'Sn(k)( i , j ), n51,2, . . . ,T.
Then we can extract the masked information by the corre
tion checking ofGn(k) as

M̂ @m,n#} (
n51

T

(
k51

J

Gn~k!Ŝn~k!~ i 53m11, j53n11!.

~4.9!

FIG. 10. ~a!, ~b! Figures 8~a! and 8~b! are masked by the time
period-2 spatial chaos, and recovered through Eq.~4.6! ~driving is
s150.3,s250.529,sn125sn!. ~c! The same as in~a! with the driv-
ing changed tos150.311026, s250.529.~d! The same as in~b!
with the driving replaced bys150.3,s250.52911026. In both ~c!
and ~d! no trace of Figs. 8~a! and 8~b! can be found.
r

y

a-

-

The picture can be repainted to black forM̂ @m,n#.0 and
white for M̂ @m,n#,0. In Fig. 11~b! we useT51500 andJ
510, and exactly recover the picture. From the random tim
data of Fig. 11~a!, one can hardly imagine that the compli-
cated picture can be found. It is again emphasized that im
tation of the key by random testings is absolutely impossibl
For instance, we run Eqs.~4.2! by using the initial condi-
tions, from which the spatiotemporal chaos of Fig. 7~b! is
produced, except modifying the initial value of a single site
i 520, j 530, to z08(20,30)5z0(20,30)11026. Then we use
sn85zn8(1,1) for unmasking the informative picture by repeat
ing the procedures producing Fig. 11~b!. Finally, we get Fig.
11~c!, which is nothing but a mess. Note that the differenc

FIG. 11. Storing a spatial pattern by a time sequence.~a! The
mixture of 45345 chaotic sequences modulated by the informativ
picture 8~b! according to Eqs.~4.7! and~4.8!. ~b! Picture recovered
by the correlation checking operation Equation~4.9! with T
51500,J510. ~c! The same as~b!, but the drivingsn8 is extracted
from Eqs. ~4.2! with initial condition the same as that producing
Fig. 7~b! except modifying the initial value of a single sitei 530,
j 540 to z08(20,30)5z0(20,30)11026. Now no panda can be ob-
served.
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between 11~b! and 11~c! is caused by a 1026 difference in
the initial value of a single site among the 1353135 sites.
This extremely small defect leads to entire loss of inform
tion, which is really striking and interesting.

V. CONCLUSION

In conclusion, we would like to emphasize the great a
plication potential of control and synchronization of sp
tiotemporal chaos. In a spatially coupled system, there m
be a huge number of uncorrelated@in the sense of Figs. 3~b!
and 3~c!# chaotic sites available for information operation
All these sites can be controlled in a simple way~in our case,
by driving a single site among ten of thousands of sites!. The
parallel and simultaneous operations of these subunits
greatly enhance the efficiency of information treatments
addition, a brief remark on data suppression and releas
our systems may be useful. In Secs. III and IV we dealt w
synchronization of chaotic motions in extended syste
where all data of time variations of a large number of sp
sites are suppressed to the key sequence representin
motion of only a single site. By using this single key and
simply spatiotemporal dynamics one can release the
tt

t,

r-

v.
-

-
-
y

.

ay
n
in

h
s,
e
the

p-

pressed data, i.e., one can exactly recover the time variat
of all sites. For instance, in the motion of Fig. 7~b! there are
1353135.104 chaotic sequences containing a huge num
of uncorrelated motions~or say irreducible data sequences!.
It is interesting that all these sequences can be suppress
the data of a single driving sequence. The suppressed
can be released by running simple nonlinear spatiotemp
dynamics driven by this key sequence, since the motion
all sites are entirely controllable~though they look madly
chaotic and uncorrelated!. In order to keep 1353135N data
we need to store onlyN data, which is 1024 less. This func-
tion of data suppression and release may have great pote
in future applications of information treatment. Neverthele
we should emphasize that here we perform data suppres
in autonomous systems. It is interesting to go further in t
line to consider informative signal suppression and rele
by using a chaos synchronization technique; we plan to
this in our future works.
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